Ember River, LLC
Phone: (858) 864-4731
Email: info@emberriver.com

E m be r R ive. r Website: www.emberriver.com

A Redapt Company 2683 Via De La Valle

Suite G 619
Del Mar, CA 92014

WHO WE ARE

Who we are: A high-end security and intelligence firm providing specialized solutions and services that
protect your organization in today’'s dynamic digital environment. We bring value to government and
commercial organizations through our unparalleled expertise, advisory, and consulting services, along
with innovative technologies. We partner with our clients to build customized solutions that ensure their
success.

Mission: Equip our clients to solve tomorrow's most complex security and intelligence problems today.

Vision: To be the company that national security organizations call on to solve their most complex
problems, and to create novel solutions to support their specific needs and mission.

CORE COMPETENCIES PAST PERFORMANCE

Cloud Architecture and Security
Cybersecurity

* Industrial Compliance

* Intelligence Services
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SERVICES

ADVISORY SERVICES: INTELLIGENCE/INDUSTRIAL SECURITY/
« Virtual CISO (vCISO)/Cyber Advisory Services g]E‘E\A’ﬁ:EE%PEFENSE CONTRACTOR (CDC)

« [T/Security Budget and Fiscal Planning Services

+ Board of Directors Support « F50 as a Service

« Incident Response Program Services - IS5M as a Service
« Incident Response Workshops + ITAR Advisory Services
- Incident Response Tabletops + NIST 800171 Assessment
- Security Metrics Workshop « NIST 800-53 Assessment
- Policy, Procedure, Runbook Services » NIST Privacy Assessment
+ Threat Modeling Workshop » CMMC Readiness Assessment
« Risk Register Development + MITRE Controls Assessment
+ M&A Security Assessment Services + Cyber Weapons Assessment
« Security Awareness Program Design « Counterintelligence Support
+ Corporate Investigations Support
ASSESSMENT SERVICES: » Insider Threat Program Development and Support

« Physical Security Assessment and Design
« Design & Architecture

« Tools Rationalization Assessment
« Cyber Risk Appetite Assessment
« Security Program and Capabilities
Assessment (SPCA) ENGINEERING SERVICES:
+ Security Program Assessment (SPA)
« Readiness Assessments
- CSF, SOC 2, HIPAA, HITRUST,

« Product Engineering Services
« Cryptographic Engineering Services

CMMC. DITSCAP, DIACAP, CIP « Software Engineering Services
« NIST Privacy Assessment . DevOps Design and Engineering Services
« MITRE Controls Assessment « Security Architecture as a Service
- |AM Services
AP ERC) Ay « Cloud Security Architecture as a Service
« Azure, AWS, GCP Support Services . Seciinly Engieering Servicas

« Microsoft Services Support (partnership)
- Pen Testing as a Service

« Red Team Assessments SECURITY TECH NOLOGY:
+ MSSP Selection « Product Selection
+ Sourcing
SECURITY OPERATIONS: « Implementation Services
. CSOC Services + Design & Architecture

« OT SOC Services

« ECS Services

+ Malware Analysis

« Vulnerability Management as a Service (VMaa5)

« Forensics Services




